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Answer ALL questions.

PART A — (10 x 2 = 20 marks)

Outline a hash function with an example.
Define authentication.

What is a public key?

Write a note on Kerberos.

Outline the need for access control.

What is secure sockets layer protocol?
Write a note on pretty good privacy.
What is DomainKeys Identified Mail?
Define an intrusion detection system.

What is a block chain?

PART B — (5 x 13 = 65 marks)

(a) Present an outline of the basic principles of public-key cryptosystems.

Or

(b) What is digital signature? How does digital signature encryption work?
Outline with a diagram and an example.
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Outline X.509 authentication service with a diagram.
Or

Outline symmetric encryption and asymmetric encryption with an
example.

What is IP security? Why IP security is important? How does IP security
work? Outline with an example.

Or

What is Web security? How the Web can be secured? Outline.

What is SSMIME? How does S/MIME work? Outline.
Or

How to ensure mobile devices remain secure and prevent unauthorized
access to corporate data? Outline.

What is a firewall? Outline the types of firewalls.

Or

Present an outline of Cloud Security and IoT security.

PART C — (1 x 156 = 15 marks)

Present a framework for a secure public-key-cryptosystem.

Or

Present a framework for an intrusion detection system.
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